Pupil & Parent E-Safety Guide
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The purpose of this guide
Young people of today are increasingly using information &
communication technilogy (ICT) in schools and in the home.
This guide explains:
How young people in our community are using ICT in school
How using ICT in the home can help young people to learn
How young people can use the Internet safely at home.
Where to access further information to be safe online.

ICT in schools is taught as a subject in its own right and also supports students’
learning in other subjects, including English and Mathematics.
Word Processing - to write essays, news articles or letters.
Databases - to record information, e.g. GCSE data handling project.
Spreadsheets - to create tables, charts and graphs.
Desktop Publishing - to design posters, leaflets or cards.
Multimedia Presentation - to present text, pictures, sound and video.
Drawing Programs - to create pictures and designs in Art/Tech lessons.
Internet and Learning Packages - to research and get resources.
Email - to contact friends and email coursework to teachers.
Digital Cameras - to record what they have done in class or on a trip.
Electronic Sensors - to record changes in light, sound and temperature.
Control Software - to give instructions and make something happen.
Simulations - to explore real and imaginary situations.
Website Publishing - to create their own websites.
Video Conferencing - to communicate with others via a video link.
Programming Software - to design and develop computer programs.

Benefits of using ICT at home
Many studies have looked at the benefits of having access to a computer and/or the
Internet at home. Here are some key findings:
»»
»»
»»
»»
»»

used effectively, ICT can improve students’ achievement
using ICT at home and at school develops skills for life
students with supportive and involved parents and carers do better at school
students enjoy using ICT
using ICT provides a wider and more flexible range of learning materials

How learning at home
benefits students
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S
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Age
13

Twitter, Facebook, Instagram, Pinterest,
Google+, Tumblr, Reddit, Snapchat,
Secret, Pandora, iTunes, Spotify, Skype,
MySpace, Minecraft

Why use ICT to support your childs learning?
»»
»»
»»
»»
»»

improves their ICT skills and makes learning more fun
offers them choice in what they learn and how they learn it
supports homework and revision
improves the presentation of their work
connects learning at school with learning at home

Using the Internet Safely at home

Age
14

Age
16

Age
17

LinkedIn

WhatsApp

Tinder, YikYak,
Vine

Age
18

Or requires the permission of an adult

Just as you have rules to keep your child safe in the real world such as letting you
know where they are going, who they’ll be with and what time they should come
home, it’s a good idea to have similar rules about using the internet.
To make sure they stay safe online, you should teach your child:
»» not to give out personal details online, such as their name, address or school, or
anyone else’s personal details
»» not to upload photographs or information onto social networking sites unless
you agree.
»» not to arrange to meet people they have only met online.
»» not to open attachments to emails unless they know and trust the person who
sent it.
»» not to buy anything off the internet without your permission.
»» to only use a webcam with people they know and trust.
»» to tell you if they receive any messages or material that makes them feel 		
uncomfortable or makes them feel frightened.
»» Consider who created a website and possible bias within information.
»» Use Internet Chat Rooms, Websites, Social Media etc with caution, and know
how to block and report unwanted users.
»» Report concerns to the Child Exploitation and Online Protection (CEOP)

YouTube, WeChat, Kik, Keek, Foursquare, Flickr, Path,
Xbox Live (child account until 18),
Playstation Network (sub account until 17)
Reminders for adults at home - go through these rules with your child and have them near to
the computer:
»» You can check the internet sites your child is visiting by clicking on ‘history’ and ‘favourites’.
»» Social Media and other websites have age restrictions for usage. It is illegal to use these
sites when under-age.
»» Parental controls will never make the internet 100% ‘safe’. It is a good idea to have your
computer located in a family area so you can see what your child is doing.
»» Remember to check games consoles and mobiles as the internet can be accessed through
them too.

What is ‘Netiquette’?
The word netiquette is a combination
of ’net’ (from internet) and ’etiquette’.
It means respecting other users’ views
and displaying common courtesy
when posting your views to online
discussion groups. Four areas where
good netiquette is highly stressed
are e-mail, online chat, social media
and newsgroups/forums. For example,

people that spam other users with
unwanted e-mails or flood them with
messages have very bad netiquette.
If you’re new to a newsgroup/forum
or online chat room, it may help to
observe how people communicate
with each other before jumping in.
This also applies when using Xbox
live or PSN (PlayStation Network).

How to deal with the risks
Faced with all these risks, parents may be
tempted to just stop their children from
using the computer, but most children
will be able to access the internet in other
places or even on their mobile phone.
The best thing to do is to teach your child
how to keep themselves safe online and
take the following action yourself;
Talk to your child about the dangers
of using the internet, show an interest
in what they are doing and agree the
‘golden rules’.
Let your child know how important
it is to tell you about any suspicious
contacts or incidents of cyber bullying
so you can take action.

Viewing unsuitable and adult material
on websites; Web searches can come
up with a lot of information and
images, and some of it may not be
suitable for children. They may also
receive emails that have unsuitable
images, links to adult websites or
viruses that attack the computer.
Forming online friendships with adults
who pose a risk to children; Some
adults may use chat rooms to meet
children online by pretending to be a
child themselves. They may build up
a relationship with the child with the
intent of sexually abusing them; this is
known as ‘grooming’.

Children may also share personal
information or photographs of
themselves on social networking sites
that allows them to be contacted or
located by unsuitable adults.
Buying over the internet; Children
may be tempted to reply to
advertisements and offers they
receive over the internet and give out
financial information that can lead to
fraud or identity theft.
Cyberbullying; Chat rooms, mobile
phone texts, instant messaging, social
networking sites and emails can all
be used to bully children by sending
offensive or threatening messages or
posting mean comments online.

Teach your child the basic rules of
“netiquette”, behaving responsibly on
the internet and keeping messages
polite.

Let them know what kind of sites they
can and can’t visit and try to encourage
them to only use regulated chat rooms
and social networking sites that are
designed for their age group.
Take an interest in their online activities;
talk to them about what they are doing
and who they are talking to.
Contact your internet service provider
(for example; BT, Virgin etc) for advice
on family security settings and parental
controls that can filter internet content,
block viruses or spam email to your
computer or limit access to certain
websites.
Use a child-friendly search engine such
as Yahoo! Kids, CBBC Search or Kidsclick
to block out unsuitable websites.
If your child accidently visits an
adult website or opens an unsuitable
attachment, don’t over-react; this may
make them less likely to tell you the next
time.

For more information...
Students are able to speak to speak to Computer Science teachers at any time in school if concerned about any e-Safety issues.
If you would like to read any more information you can visit:
http://www.st-chads.co.uk
http://www.ceop.gov.uk
http://www.thinkuknow.co.uk
http://www.digizen.org

